
Privacy friendly 
location- based 

services

Beatrise Bertule (s1105119), Julianne Polman (s1173079), Sarah Rahman (s1144280)

Radboud 
University



Agenda

1. Location Data Sensitivity

2. Location-based Service Architecture Assumptions

3. PET Solutions:

3.1. Obfuscation-based Solutions

3.2 Cryptography-based Solutions

3.3. Policy-based Solutions

4. Conclusion



Agenda

1. Location Data Sensitivity

2. Location-based Service Architecture Assumptions

3. PET Solutions:

3.1. Obfuscation-based Solutions

3.2 Cryptography-based Solutions

3.3. Policy-based Solutions

4. Conclusion



Location Based Services in Daily Life



Location Based Services (LBS)

- Use our location to provide services

-   Requires continuous data collection

Å Navigation (maps, routes)

Å Ride sharing (Uber, Bolt)

Å Nearby search 



Privacy Communication in Apps

ÅPrivacy policies

ÅApp store privacy labels

Åά²Ŝ ǇǊƻǘŜŎǘ ȅƻǳǊ ǇǊƛǾŀŎȅέ

Åά¦ǎŜŘ ǘƻ ƛƳǇǊƻǾŜ ǎŜǊǾƛŎŜǎέ

(Krämer, 2024)



Is anonymous data really anonymous?

- A few location points can 
identify you

- Patterns reveal identity

- Real world evidences exist



New York Times Investigation (2019)

Å Anonymous location data tracked real individuals
Å Home and workplace easily identified
Å Sensitive location revealed

https://www.nytimes.com/interactive/2019/12/19/opinion/location-tracking-cell-phone.html


Even Governments Use Location Data

Governments purchase location data 
from brokers

No direct collection required 

Can bypass traditional legal 
safeguards 

https://www.theguardian.com/technology/2026/mar/21/fbi-mass-surveillance-data-artificial-intelligence


Small Actions, Big Risks

Everyday apps can expose sensitive 
locations

Eg: fitness tracking data leak

Even normal usage can create risks

https://www.techradar.com/health-fitness/strava-reveals-location-of-french-warship-after-naval-officer-logs-run-on-aircraft-carrier-deck


How many location points do you 

think are needed to identify a 

person?



Research Finding

Only 4 location points can identify 95% of people

https://www.researchgate.net/publication/236076438_Unique_in_the_Crowd_The_Privacy_Bounds_of_Human_Mobility


Why should we care?

ÅTracking and surveillance
ÅBehavioral profiling
ÅLoss of Privacy
Å Influence & manipulation



How This Affects Us

ÅPersonalized advertising
ÅContent recommendation
ÅPolitical targeting
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The Data

Å Snapshot data

Å Single point

Å Continuous data

Å Multiple points

Å Why would we want this distinction?

Å Some privacy preserving solutions work for one but not for the other



Architectures 



Privacy Preserving Solutions

Å Obfuscation-based Solution

Å Can we reduce the accuracy?

Å K-anonymity, Cloaking, Dummy Locations, Differential Privacy

Å Cryptography-based Solution

Å Can we make it so that no one sees the data?

Å Space Transformation

Å Policy-based Solution

Å Do we really need this information?

Å GDPR



Privacy Preserving Solutions

Å Obfuscation-based 

Å Cryptography-based

Å Policy-based
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Obfuscation- based Solution

Spatial and Temporal Cloaking



Obfuscation

Spatial and Temporal Cloaking

Å Based on concept of k-anonymity: a user is indistinguishable from at least k Ĭ 1 others
Å Prevents re- identification attacks through linking with external information
Å Applied to location data:

- ¦ǎŜǊΩǎ Ǉƻǎƛǘƛƻƴ ƛǎ ƎŜƴŜǊŀƭƛȊŜŘ
- Shared with at least k users



k- anonymity

Re- Identification Example

Å William Weld ς a governor ofMassachusetts (1991-1997)
Å Link Medical Record and Voter List datasets together

ᴼre- identify a William Weld among the medical records

https://fpf.org/wp-content/uploads/2025/05/DBJ_Weld_Re-Identification.pdf

https://biographytree.com/biography/william-weld-former-governor-of-massachusetts/
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k- anonymity

Re- Identification Example

Å William Weld ς a governor ofMassachusetts (1991-1997)
Å Link Medical Record and Voter List datasets together

ᴼre- identify a William Weld among the medical records
Å Link based on quasi- identifiers

https://fpf.org/wp-content/uploads/2025/05/DBJ_Weld_Re-Identification.pdf

https://fpf.org/wp-content/uploads/2025/05/DBJ_Weld_Re-Identification.pdf
https://fpf.org/wp-content/uploads/2025/05/DBJ_Weld_Re-Identification.pdf
https://fpf.org/wp-content/uploads/2025/05/DBJ_Weld_Re-Identification.pdf
https://fpf.org/wp-content/uploads/2025/05/DBJ_Weld_Re-Identification.pdf
https://fpf.org/wp-content/uploads/2025/05/DBJ_Weld_Re-Identification.pdf


k- anonymity

k- anonymous Dataset Example

ÅQuasi-Identifiers = {Race, Birth, Gender, ZIP}
ÅEntries t1 and t2 are k = 2 indistinguishable from each other 

https://dataprivacylab.org/projects/kanonymity/kanonymity.pdf



Obfuscation- based Solution

Spatial and Temporal Cloaking



Apply k-anonymity to Location Data

Spatial Cloaking

ÅExtend k-anonymity to location data 
ÅExact user location Ÿ generalized spatial or temporal region 
ÅAt least k users share same spatial/temporal region



Apply k-anonymity to Location Data

Spatial Cloaking

Å Reduce location precision
Å Find an area that contains at least k users
Å Output a region instead of exact point



Apply k-anonymity to Location Data

Temporal Cloaking

Å Reduce time precision
Å Find a time interval that contains at least k users queries
Å Output a time interval instead of exact time value



Temporal and Spatial Cloaking

Limitations

Å In dense user areas, cloaking algorithms perform well
 Ÿ Sufficient nearby users allow effective anonymization while preserving data utility 

Å In sparse user areas, precision must be reduced significantly
 Ÿ Cloaking enlarges the region too much, making the data less useful 

Å Key challenge:
Balancing privacy (via spatial/temporal cloaking) with data usability
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Obfuscation- based Solution

Dummy Location



Dummy Locations

ÅHide real location among multiple locations

ÅReal + fake locations sent together

ÅAttacker cannot distinguish



Real life situation 



Why this works 

ÅCreates uncertainty

Å Increases location entropy

ÅHarder to identify real position



Problem: Naive dummy locations fail 

ÅBackground knowledge attacks

ÅLocation distribution attacks

ÅProbability filtering

ÅSemantic similarity attacks



Dummy location interference 

privacy protections(DLIP):

 A smarter Privacy Approach



How DLIP Works

ÅSemantic filtering (WordNet)

ÅOffset location

ÅQuery probability matching

ÅSpatial dispersion 

ÅK- anonymity set



System Architecture

Source: Zhang & Li, 2022 (DLIP paper)



Practical Problems

ÅRequires trusted middleman
ÅHigher computation & communication cost
Å Increased battery and data usage
ÅStill vulnerable to advanced attacks



BREAK
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Obfuscation- based Solution

Differential Privacy



Differential Privacy (DP)

No significant difference in the query if you are in the dataset or not.

!ŘŘ ƴƻƛǎŜ ǘƻ ΨƻōŦǳǎŎŀǘŜΩ ŀŦǘŜǊ ǘƘŜ ǊŜǎǳƭǘ



Google Maps Popular Times

TODO!

https://www.google.com/url?sa=t&source=web&rct=j&url=https%3A%2F%2Fwww.sterlingsky.ca%2Fpopular-times-wait-times-visit-
duration%2F&ved=0CBYQjRxqFwoTCMCzkuCT4JMDFQAAAAAdAAAAABAI&opi=89978449



Å Collection from google timeline

Å Data will be anonymized

Å Combine it all into one large dataset

Å Add noise on top of the dataset

DP in Practice

https://helios-i.mashable.com/imagery/articles/01JIuJtgY2OSivnxvzHFrij/hero-image.fill.size_1248x702.v1717611852.png



DP Definition

Å M Ą query

ÅȄ ϧ ȄΩ Ą neighboring datasets

Å Ąʁ noise

Å Ąɻ probabilityof failure

ʶ ςDifferential privacy: 0ÒὓὼᶰὛ Ὡ0Òὓὼ ᶰὛ
( ,ʁ ɻ )ςDifferential privacy: 0ÒὓὼᶰὛ Ὡ0Òὓὼ ᶰὛ ʵ



DP Noise

Å Laplace noise

Å Laplace Distribution

Å Gaussian noise

Å Gaussian Distribution (Normal distribution)



Laplace Noise
ʶ ςDifferential privacy: 0ÒὓὼᶰὛ Ὡ0Òὓὼ ᶰὛ

https://medium.com/dsaid -govtech/protecting-your-data-privacy-with-differential-privacy-an-introduction -abee1d7fcb63



Gaussian Noise
( ,ʁ ɻ )ςDifferential privacy: 0ÒὓὼᶰὛ Ὡ0Òὓὼ ᶰὛ ʵ

Å Difference in delta

Å Easier to compute

https://www.johndcook.com/normal_laplace.svg



Noise Comparison

Å https://lpanavas.github.io/mechanism-comparison/



Differential Privacy -  Conclude

ÅCƻǊ ƭƻŎŀǘƛƻƴ Řŀǘŀ ΨƎŜƻ-ƛƴŘƛǎǘƛƴƎǳƛǎƘŀōƛƭƛǘȅΩ

Å Close locations should provide similar outputs

Å Instead of databases we use two locations

Å Works well for queries

Å Can work on both continuous and snapshot data

Å Continuous data is harder since it needs more noise

Å Can work both third-party & third-party free
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Cryptography- based Solution

Space Transformation



Cryptography

Space Transformation

Query the location-based service without revealing the user's exact coordinates

Core concept:
Å Transform the coordinate space
Å Convert location coordinates from2D space to 1D space 

To do so, use: 
Å Space-filling curves such as Hilbert Curves
Å Cryptographic hash to make the transformation irreversible



Space Transformation

Hilbert Curves

Å Type of space-filling curve 
Å Maps a point 2DŸ1D 
Å Preserves spatial locality 
Å Nearby points Ÿ similar values

https://en.wikipedia.org/wiki/Hilbert_curve



Space Transformation

Hilbert Curves Example

Å Original 2D grid space with 5 points 
Å Each point represents a location coordinate 
Å No transformation applied yet



Space Transformation

Hilbert Curves Example

Å Apply 2nd order Hilbert Curve for 2D space
onto the original grid space

Å The Hilbert curve maps
each 2D coordinate to a unique 1D Hilbert value 

Å Observe: 
- points that are geographically close

(e.g., points a and d ) have similar Hilbert values 
- points that are far apart

(e.g., points a and b ) have very different Hilbert values



Cryptography

Space Transformation

Space transformation consists of two phases:
ÅOffline phase (service side)
ÅOnline phase (user query)



Space Transformation

Offline Phase

Server side:
Å Convert object location coordinates: 2D coordinates Ÿ Hilbert values
Å Apply a cryptographic hash function
Å Build an encoded lookup table (ELT) for each object o:

9[¢ Ґ ғ ʊόIόo.x,o.y)), ʁ k(o.t), prev, next >



Space Transformation

Online Phase

User query:  
ÅConvert user location:2D coordinates Ÿ Hilbert values
ÅApply cryptographic hash function 
ÅSend transformed query to the location-based service



Space Transformation

User Query Process

Server-side process: 
Å Receives the hashed Hilbert- transformed user location 
Å Identifies the matching entry in the encoded lookup table 
Å Explores adjacent entries using stored pointers 
Å Returns the k nearest neighbors (KNN)



Space Transformation
Initial State

Original Space with a user  ELT table with encoded objects


