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Abstract - Many RFID tags and contactless smart cards use

proprietary security mechanisms for authentication and cafiden-
tiality. There are several examples in the literature showng that
once these mechanisms have been reverse engineered, thetls
rity turns out to be unsatisfactory. Since the use of these s is
quickly expanding to access control and ticketing systems,is im-
portant to independently assess their security. In this papr, we
propose three tools for the analysis of RFID protocols. Thestools
facilitate message eavesdropping and emulation of both tagand
readers. The tools focus on high frequency tags but one of the
also supports low frequency. These tools are fully programbale
and allow for quick prototyping, testing and debugging of nev
RFID protocols. All the software, firmware and hardware we have
developed that is described here is open source and open dgsi

. INTRODUCTION

Radio Frequency Identification (RFID) is one of the most psive
technologies nowadays. It was first introduced for idergtfan pur-
poses only, but quickly expanded to other applications tikasport
ticketing systems and access control. The security andgyriof these
systems is often overlooked. This is, to a good extend, dubeo
fact that it is hard to know what are the underlying securigcha-
nisms employed. A surprisingly large number of access obsirs-
tems use the tag’s unique identifier (UID) as their only siézunech-
anism. Moreover, large scale ticketing systems use simglaony
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The Ghost is a portable and inexpensive tag emulator. It was
entirely developed at our university. This means that weehde-
veloped the hardware and firmware of the device. The Ghost was
used in B3] to reverse engineer the Cryptol cipher and the authen-
tication protocol of the Mifare Classic. The Proxmark isghtly
more expensive€200) but much more powerful than the Ghost. It
is fully programmable and can operate both as tag or as redtier
Proxmark is so versatile that it can even be used for quickoprp-
ing of non-standard protocols like reader-to-reader eatision [40],
the fair anti-collision protocol41] and other protocols in the litera-
ture [42,43].

For the Proxmark, we have developed the firmware that does the
Modified-Miller and Manchester coding which allows it to oak in
ISO/IEC 14443-A compatible mode. The Proxmark was used to im
plement the attacks on the Mifare Classic proposed3B)44-48].
Next, we optimized the eavesdropping capabilities of thexmiark
to intercept ISO/IEC 14443-B communication. This was used t
reverse engineer and attack the proprietary stream ciph@ryp-
toRF [36,49,50]. Furthermore, we added support for Amplitude Shift
Keying (ASK) modulation and thé out of 4 data coding mode as
specified in the ISO/IEC 15963. This functionality was usegér-
form a security analysis of the widely used iClass caB%41]. Re-
cently, we added support for the Hitag2 vehicle immobilizanspon-
ders which operate on low frequency at 125 kHz. The pracézal
periments of $2] show how use this feature to recover the secret key

cards [l-4] for fare collection. This type of cards lack any cryptofrom a car key within minutes.

graphic capabilities and therefore the security of thestesys relies
on UID blacklisting mechanisms. When portable tag-emngatie-

Libnfc is a software package that works with most commelscial
available NFC readers. Libnfc is capable of implementingstraf

vices are availabled|-7], these security mechanisms become obsoletee aforementioned attacks using only off-the-shelf hardw For all

Manufacturers often claim that their tags provide ‘stdt¢he-art’,
‘field-proven’ or ‘unbreakable’ security, but it is hard tedw what
this means and how much security you actually get. The widséd
RFID communication standards lik8{12] define the low-level trans-
mission layers. However, these standards do not includedatajls
of the secure communication layer. Semiconductor compaarie in-
clined to create ad-hoc RFID designs that use proprietasjopols

and cryptographic algorithms3-21]. Such designs are often kept

secret to provide security-through-obscurity. It has b&®swn many
times that without feedback from the scientific communitysihard

three tools we have developed software for message eapgsuigo
injection and analysis. All this software (and hardware)den-source
(design) and publicly availableinder GNU General Public Licence.
Furthermore, the Libnfc library was used to reveal sevenfderabil-
ities in modern NFC cell-phone&3]. The experiments show that an
adversary can spread malware with a low-cost reader baseithfic.

1.2 Related work

The OpenPCD tool is part of an open-source and open-desgin hi
frequency emulator. The first tools of this project consisté the

to build secure algorithmsp, 23]. There are numerous examples i©®penPCD and the OpenPICC which covered reader and tag éonulat

the literature 24-39] showing that once the secrecy of an algorithm
lost, so is its security. As long as RFID tags do not compljhweipen

and community-reviewed encryption standards, the secafithese

tags need to be independently assessed. In order to peiiesa as-
sessments, we need tools to analyze the underlying sepuoitycols.

While designing new RFID products and protocols, it is alseful to

have a set of tools at hand for easy protocol prototypindingsnd

debugging.

1.1 Our contribution

We have developed a toolbox for the analysis of RFID protcthe
toolbox consists of three tools: the Ghost; the Proxmar#;tae Lib-
nfc. Each of these tools have different characteristicscapabilities.
We focus on high frequency tags, although the Proxmark scdpa-
ble of modulating low frequency.

iespectively. Currently, there is a second version whighaes both
tools, the OpenPCD 2. This tool covers both reader and tadpgiom
Also, this new version supports sending arbitrary bits shehattacks
like the ones described 7, 48] can be mounted. All OpenPCD
devices highly depend on commercial RFID baseband chips iTh
not useful when research demands access beyond standartize-
lations, encodings and anti-collision protocols. The Gjeb 2 sup-
ports the Libnfc utilities described in SectiérB.

The RFID guardiang4] is, in principle, capable of doing message
eavesdropping and injection. Since it was designed foapyiprotec-
tion, it is big and expensivex( 1000 USD) and it might be overkill
for the purpose of protocol analysis. To our knowledge thégqet is
discontinued since 2009. Throughout this paper we focusatact-

http://www.cs.ru.nl/ ~ flaviog/tools.html
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less smart cards. For contact based smart cards there apa@bte by load modulation during the first half and a ‘1’ is encodeddsd
tools available in the literaturé$, 56] which allows eavesdropping, modulation during the second half of an ETU.
emulation, man-in-the-middle attacks?] and fast querying by using

a dedicated FPGA. 2.3 Modulation techniques

There are many modulation techniques and in this sectioniseaiss
Il. RADIO FREQUENCY IDENTIFICATION the most common ones. Modulation is the technique of embgddi

) a signal into a carrier wave. This signal can either be discoe
There are many standards on RFID technology and a high yaet ontinuous. Modulation of a continuous signal (see Rjg.or so-

different frequencies are available for RFID applicatioi$ie most cajled analog modulation, is for instance used in radio drasting
used frequencies are in the low frequency band at 125-134kEan  \yhere the analog audio signals are modulated using Freyudod-
the high frequency band at 13.56 MHz. We focus on thg threesowyation (FM) or Amplitude Modulation (AM). In RFID, discret(or
layers of the OSI model, namely tmetwork layer data link layer gjigital) modulation is used. The signal that is being motidacon-

and thephysical layer These layers facilitate the communication ugjsig only of zeros and ones. For amplitude modulation, réfsslts
to the bit level of messages that are sent over the air. Thenelesant

standards that fall within the scope of this paper are 1ISO/1B443
and 1569310, 11].

An RFID reader creates an electro-magnetic field by gemgyati
13.56 MHz carrier wave. This carrier provides power to a @ard is FIGURE 2 - ANALOG AMPLITUDE MODULATION
used for communication at the same time. The reader-toemaroinu-
nication is in most cases achieved by interrupting the eawave for
very short periods (a couple of milliseconds). A contastlesrd that
is near the reader gets powered by induction.

At the physical layer of the communication, the sender has to
transform the information to an analog signal. This anaigga is

then captured at the receiver side and transformed backwriginal i, 5 transmission signal that has only two amplitude levElg.(3),
digital message that was sent. The main steps of this tranafon jike the continuous change of the amplitude level in apatodu-
consist of encoding and modulation. Itis important thasensteps can |ation (Fig.2). All these modulation techniques use the characteristics
be reversed by first demodulating and then decoding thelsi§ome- of 5 waveform. The frequency of a wave is the number of periods
times the reader-to-card encoding is done differently tth@ncard- nat occur within one second. One period corresponds toyie of
to-reader encoding. For instance, in ISO 14443-A, ModifietleM e wave. The frequency of a wave is expressed in Hertz, eHg 1
encoding is used for reader-to-card communication and Nester — 1 cycle/second. The amplitude of a wave is the deviatiomfits
encoding is used for card-to-reader communication. Tlhisdgrd is average value. The bigger the amplitude, the more energwive
widely used in many RFID systems, e.g. the Mifare Classip 8f0m  carries. The phase of a wave is the initial angle at the oggasinu-
NXP follows to a large extend this standard. soidal function. Changing the phase of a wave can be seeriftisgh
2.1 Modified Miller encoding the wave in time. A carrier wavecan be described by the sinusoidal
function ¢ = A - sin(wt + ¢) where A is the amplitudew is the
frequency and@ is the phase. These three parameters change the char-
acteristics of the wave. Also, differentiations in an obsérwave can
be seen as changing, w and¢ values. When the sender is able to in-
troduce these changes, and the receiver is able to deteetthanges,
it is possible to communicate information. Altogether, vee shree
basic ways to influence the radio communication. First, gmanthe
amplitudeA, this is known as Amplitude Shift Keying (ASK). Then,
changing the frequency of the signal, which is known as Feaqu
Shift Keying (FSK). And finally, changing the phase of thersig this
—|-|'—H U'_J_J_—H H'—H'_J_—H'_J_—”' is known as Phase Shift Keying (PSK).

2.3.1 Amplitude Shift Keying
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FIGURE 3 - DIGITAL AMPLITUDE MODULATION

Modified Miller encoding is commonly used in the reader-twet
communication. As its name suggests, Modified Miller is glgly
adapted version of regular Miller encoding. In Miller enoaglbits are
encoded by making transitions between two states of contation.
In case of ISO/IEC 14443-A, this means that the reader @ifféates
over two amplitude levels. The transitions between thessdea high
and low level, are used to encode data bits. A fixed elemetitary
unit (ETU) is used to indicate the bit length or bit period.

ASK uses changes in the amplitude to modulate a digital ologna
signal into the carrier wave, see Fig8e The most simple form of

ISO/IEC 14443-A uses 100% Amplitude Shift Keying (ASK)r;noddgL?tlon, it basically comes down to switching the canave on

which means that the carrier drops out completely for somed|ga-

riod of time. Modified Miller is designed to make short droprder 2.3.2  Frequency Shift Keying

to keep the encoded signal high as much as possible. Thisd®ddo |n FSK, the frequency of the carrier wave changes over tinader
keep the card powered. A ‘0’ is encoded by a continuous highai to communicate information. In its most simple form it isleell 2-
except for the case of consecutive zeros. Subsequent zeres@ded FSK since two frequencies are used. There are several tgGén
by a drop right at the start of an ETU, see FigdreA ‘1’ is always FSK that use more frequencies which allows to communicateemo
encoded by a short drop halfway an ETU. than one bit of information during one ETU. The more compléx 1
2.2 Manchester encoding FSK uses 16 different frequencies where each frequencgsepts 4

bits of information. The effect of changing the frequencytef carrier
The card also needs to communicate back to the reader. A cor@mo \yaye and an example of 2-FSK is shown by Figdire

coding technique that is used for this is Manchester engpdimich

is applied using On-Off Keying (OOK). 100% ASK comes down to
a subcarrier that is switched on or off and therefore it isivedent

to OOK. This on-off keying of the subcarrier is also known ead
modulation. A 847.5 kHz subcarrier is used in card-to-readenmu- FIGURE 4 - FREQUENCYSHIFT KEYING
nication. The encoding itself is straightforward as a 'Oeiscoded

FIGURE 1 - MODIFIED MILLER ENCODING




2.3.3 Phase Shift Keying

In PSK, the phase of the carrier wave changes over time. énwith
ASK and FSK the different phases encode information. A vary s
ple variant of PSK is BPSK (Binary PSK). In this form of phabdfts
keying the signal only switches between two phases to enicdde
mation. An example of BPSK is shown by Figuse BPSK is used
in the ISO/IEC 14443-B standard for card-to-reader comoation.

Here the initial phase = 0 and represents alogic ‘1. A phase change

of 180° indicates a transition of this logical value. Phase charges
positioned at the edges of an ETU.

FIGURES - PHASE SHIFT KEYING

. GHOST

At the time of its development, there were no open source toolthe
analysis of RFID protocols. The available commercial tesgquip-
ment was very expensive and focused on the verification ctiegi
RFID standards and certification of compatible productse Giost,
instead, was designed with the focus on security and to babtapf
violating those standards by sending malicious messatgeskaown
as protocol fuzzing. The hardware of the Ghost was designéteter
Dolron, member of our TechnoCentréim

3.1 Hardware

The Ghost is a portable and inexpensive open-design ISQUEE3-
A RFID tag emulator. It has the size of a matchbox and the taistl of

the hardware components is approximat€§0. It can emulate a tag

and it is fully programable (e.g., you can emulate a custo@)UThe
Ghost is controlled by a PIC18F4620 microcontroller thasroustom
firmware. This firmware controls the transmission layer \whgcused
for communication. It is equipped with an RS232 serial ifateg that
can be used to log eavesdropped transactions and to updatésinal
configuration. The Ghost can work standalone as it is powbyed
9V battery.

3.2 Software

The hardware of the Ghost is very simple and limited. The eldéd
firmware is responsible for the signal (de-)modulation anacess-
ing. This provides great flexibility but programming it iseadtous and
time-consuming task. Additionally, we have developed gmaate ap-
plication RfidSpy to configure hardware settings and to mecap-
tured data frames in real-time. This application has a dcapluser
interface and runs under Microsoft Windows. With this sefitevit is
possible to change the UID, capture data and define custgurnsss
to certain messages. Using the eavesdrop functionalitypbssible
to eavesdrop frames transmitted by the reader. The mameimtddle
mode relays all communication to the PC. Finally, the ennutatnode
mimics the behavior of simple (i.e., without encryptionygdike the
Mifare Ultralight.

2http://www.ru.nl/fnwi/technocentrum/

FIGURE 6 - THE GHOST

USB Microcontroller

FIGURE 7 - THE PROXMARK Il1

3.3

The Ghost is a tag emulator which has two modes of operation.

Capabilities

3.3.1 Eavesdropping mode

In this mode, the Ghost eavesdrops frames that are sent adarre
The Ghost does not respond to any frame, in this way it willintzr-
fere with active transactions that are communicated betaeeader
and a genuine tag. The Ghost cannot demodulate the Mancbigte
nal from atag, itis only capable to understand the messagebyg the
reader. If the protocol is not session-dependent, it isiplest replay
the eavesdropped reader frames (using your own readerjitergae
missing answers from the tag. If there was a cryptographadiemge
during the communication, the replay of the reader frameslavoot
be useful.

3.3.2 Emulation mode

This mode transforms the Ghost into a lightweight tag. Thex gan
supply a UID which is used in the anti-collision. Additiohalthe
user can provide some answers to predefined reader mes3ages.
the Ghost simulates the responses during a replay attacter A$
configuration, the Ghost can be disconnected from the ccenjguid
used as a standalone device, in this way it is compact andeagye.

Several access control and transport ticketing systemsaunstant
identifiers, like serial numbers, for authentication. Weehgerformed
a replay attack 3-7] for low-cost disposable tickets used in public
transport systems like the OV-chipkaarEvery off-line system that
uses non-encrypted memory cards like the Mifare Ultralightilner-
able to such attacks.

IV. PROXMARK

The Proxmark Il hardware has been developed by Jonatham Wes
hues®. The Proxmark I, shown in Figurg, replaces its predecessors
and introduces a high level of flexibility in both signal pessing and
protocol implementation. It is additionally equipped wétlirield Pro-
grammable Gate Array (FPGA) which is mainly responsibletfar
low-level signal processing and allows to set up multiptmal pro-
cessing schemes. In general, when we speak about the Pigxmear
refer to this latest version.

The hardware design and firmware of this latest version ifeén t
public domain since May 2007 under the General Public Lieeiibe
device costs aroung200 and since the schematics are online, it can
be ordered through any local printed circuit board (PCBptiap Al-
though, most assembled Proxmark devices are sold by one ofam
suppliers: Rysc Corp,. GeZhi Electronic Corp. Ltd.and hackable-
deviced. The following websites contain all the information that is
required to assemble, compile, flash, use and develop newdsdor
the Proxmark.

Shttp://www.ov-chipkaart.nl
“http://cq.cx/proxmark3.pl
Shttp:/Awww.proxmark3.com
Shttp://www.xfpga.com
"http://www.hackable-devices.org
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e http://cg.cx/proxmark3.pl The first website about the

Proxmark device, created by Jonathan Westhues in 2007.théona

made the project free to use and published all the necessaigns
and source codes. Five years later, already more than aathad#sox-
marks were sold for extensive RFID protocol and securitgaesh.

e http://www.proxmark.org Contains a lot of information
about new RFID modulation, encoding and protocols that \added
the last years. This website hosts the main community fominich
is currently used by more th&®00 members. This forum answers al
frequently asked questions concerning the Proxmark, bataintains
various topics about microcontroller and FPGA development

e http://proxmark3.googlecode.com This is the develop-
ment website which hosts the most recent subversion (SVpYsre
itory. Only in 2012 there are alread36 active committers, who
regularly fix problems and contribute new features to thexiark
firmware. The website also hosts a small wiki that containsaaual
for using the Proxmark device. Most features and commareisxar
plained in detail, backed up by several output examples andrps.

4.1 Hardware

The Proxmark 11l supports both low (125 kHz-134 kHz) and high
quency (13.56 MHz) signal processing. This is achieved ly par-
allel antenna circuits that can be used independently. Biotuits
are connected to a 4-pin Hirose connector to connect annetteop
antenna. When the Proxmark isrieader modet drives the antenna
coils with the appropriate frequency. This is unnecessangmthe
Proxmark works ineavesdropping moder in card emulation mode
because then the electromagnetic field is generated byadereThe
signal from the antenna is routed through the FPGA afterstiieen
digitized by an 8-bit Analog-to-Digital Converter (ADC) fiér some
filtering, the FPGA relays the necessary information to quenf the
decoding of the signal to the microcontroller. This pregethte mi-
crocontroller from being overloaded with signal data. ArG#Phas a
great advantage over a normal microcontroller in the sdregdttem-
ulates hardware. A hardware description can be compiledlasided
into an FPGA. Basic arithmetic operations can be performezhral-
lel and faster than in a microcontroller. An FPGA is of couskaver
than a hardware implementation but pure hardware lackdfliyi

4.1.1 FPGA implementation

mod_type | sspclk | pw_hi | pwr oe4

3'b000 (0) | clk2 0 0

3'b001 (1) | clk3 0 0

3'b010 (2) | clk3 0 clk3 & mod _sig -coil
3'b011 (3) | clk3 clkl & modsig _coil 0

3b100 (4) | clk3 clk1 0

Whereclkl = 13.56 MHz, clk2 = 1.695 MHz, clk3 = 847.5 KHz
FIGURE 9 - OVERVIEW OF THE INTERFACES

I;nitting and listening in the reader simulation modes (moaa@ 4).

f the Proxmark stops generating a field for a short momeist whil

result in the card losing its power and thus its current state

4.1.2 Analog-to-Digital Converter

The Analog-to-Digital Converter (ADC) transfers the amplioput
voltage of the antenna to a digital representation. TherRaok uses
an 8-bit ADC (TLC5540) which divides the analog input int®62%ut-
put steps. Two reference voltages on input fRE&-BandREFT cor-
respond to the bottom and top input of the input range, résede
This input range is divided in equally sized digital steps.

The analog input signal is con-
nected to theANALOG-IN pin of
the ADC. The digitized output sig-
nal is put onto eight parallel out-
put lines P1-D8) that connect the
ADC and FPGA. These lines are
clearly visible on the Proxmark cir-
cuit board and are shown as bold
lines in Figures.

4.1.3 FPGA interfaces

We will now discuss the most important input and output ifstegs
that are defined on the FPGA. A 13.56 MHz crystal is used for the
high frequency FPGA modes. Once every period of the carrdew
the FPGA evaluates the digital output of the ADC and procetss
information into samples that are sent out to the ARM. Furtluee,
the FPGA has two outputp\r _lo andpwr _hi ) that are used to gen-
erate a low frequency or high frequency field. Apart from therier
signal, the FPGA also controls four outputs that deterntieddvel of
load modulation on the signal. This comes into use when dingla
a transponder. Figure gives a quick overview of the signals on the
most important output pins for the different FPGA modes.

FIGURE8 - ADC WIRING

We will now discuss the FPGA implementation of the ISO/IE@.1.4 Decoding and sampling reader-to-card communication

14443-A standard in the Proxmark. This is implemented in t
hi _iso14443a module. This module is implemented in Verilog
a hardware description language. In short, the FPGA is used
the modulation and demodulation part of the digital signatpssing

(DSP). We implemented the ASK modulation scheme on the FP fA

and the Modified Miller and Manchester encoding schemeseatrih
crocontroller. The FPGA samples at a clock speed of 13.56 kihtlz
sends the bits that describe the transitions of the modlkitmal to
the microcontroller. These bits are sent at a rate of 8 samnme
period (847.5 kbps) for the reader-to-card signal. The FrRGde de-
fines several modules that all make use of the same interfAcasil-

tiplexer switches between the FPGA modules that cover thie &ind
low frequency processing. Every module runs with diffeneatam-
eters that are specific for sending, receiving and eavepthgp The
following modules (operating modes) are implemented f@/IEC

14443-A. EavesdropppingMode 0); Samples the reader-to-card as)

well as card-to-reader communication at 1.7 MbpSard listening
(Mode 1); Samples reader communication at 847.5 kigasd trans-

rI}?ecoding reader communication is easier compared to degadird

tfommunication since the reader controls the field and cailyeas
introduce signal changes. A card can only induce small aigirgthe
eader field. The ISO/IEC 14443-A standard defines a deféulate
fe/128 = 106 kbit/s with f. = 13.56 MHz. This means that one
bit is transmitted every 128 clock cycles of the carrier waRecall
from Section2.1 that the reader-to-card communication for ISO/IEC
14443-A is encoded by Modified Miller. In this encoding scleem
the signal is high at default. Information is encoded by ging the
reader field for very short periods at certain time intervalhese
drops Iast% - 128 = 32 clock cycles and occur at most once per
bit period of 128 cycles. Following the Nyquist theorem wenpte
at twice the frequency of our encoded signal. This meanstheat
FPGA samples the reader-to-card communication every l1&gxyc
These samples are sent in binary format to the micorcoatrolfhe
llowing bit string is an example of this communication rficthe
FPGA to the microcontroller.

SOF 0 1

1 0

mitting (Mode 2); Modulates card-to-reader communication and gen-
erates a subcarridReader listeningMode 3); Samples card-to-reader
communication at 847.5kbps and generates a carrier wReader
transmitting(Mode 4); Modulates reader-to-card communication and =~ . o
generates a carrier wave. This bit string encodes theREQA comman8 which is sent out by the

The Prqxr_nark SV\{ItChF‘fS SeamleSS|y bet\_Nee_n these OperatlngI'he Request Type A command is used to select a card thatyjpsuhports ISO/IEC
modes. This is especially important when switching betwigans- 14443-A.

...111100111111 00111111 11110011 11110011 11111111
0011111111110011111111110011111111111111 1111...
N N N ———

0 1 0 EOF
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reader continuously when it is polling for new cards. It dstssof 7

at the FPGA. Then, the encoding and decoding schemes sheuld b

bits (a so-calleaghort fram¢ and is like all reader frames enclosed bymplemented as functions on the microcontroller. Finalhg client

a Start-of-Frame (SOF) and an End-of-Frame (EOF).
4.1.5 Decoding and sampling card-to-reader communication

In case of eavesdropping or reader simulation the Proxmamodu-
lates card signals. In order to do this, a more refined methodeded
compared to the reader decoding. The main reason for tHigighe
card is powered by the reader field. It communicates to theerday
generating a subcarrier. This subcarrier affects the pdeved that
is received by the Proxmark antenna. Although this indutesiges
in the power level, the changes are far more subtle and thdehto
detect. It is for this reason that reader communication @pdves-
dropped at much larger distances than card communicati@spiiz
the weaker signal of the card, the default bit rate is alsokbiis. The
communication is Manchester encoded as described in 8zt
During communication, half the bit periods have a modulataacar-
rier, and half the bit periods do not contain any modulatidiese
periods last 64 cycles of the carrier wave and are twice &g dsrthe
signal drops in reader-to-card communication. Howeves, gbwer
variations are very small and the positioning of the carchinreader
field highly influences the signal impedance. Thereforeaadsrd
static threshold technique is not suitable in this situatid/e use an

should be able to call these functions in order to emulatg ateeader
and display the results. The hardware design that can beeflasto
the FPGA is written in Verilog. Verilog is a hardware destiop lan-
guage which allows to describe a hardware design in a C-syyi&@x.

The client application (originally written by Jonathan Weses
and later improved by the Proxmark community) connectsedttox-
mark via the standard HID USB protocol. Since the microcuter
polls for new USB packets, it is not possible to stream theenetd
samples to the PC in real-time. When the microcontrolleiaets a
command from the client it runs this command and stores asyltre
ing messages in its memory buffer. Later, the client needsia a
new command to receive the data from this buffer.

4.3 Capabilities

This section describes the strong points of the Proxmarlgehreral,
most of its flexibility comes from the software defined pratiostack
that is implemented on the FPGA and the microcontroller.

4.3.1 Supporting user defined modulation

It is possible to develop new modulation and protocol intetgrs
by only adjusting the software. It supports Amplitude Skiétying

adaptive progressive thresholdittgchnique instead. It is a real-timeASK), Bingry Phase Shift Keying (BPSK) and On-Off KeyingQ®)
problem where, at every period of the 13.56 MHz wave, the FiageA for two major RFID frequencies 125-135 kHz and 13.56 MHz. We
to decide whether a transition took place or not. Itis nositele to re- Nave initiated a small but steadily growing co.mmu?n.qi Proxmark
consider earlier points in time. The thresholding techeithat we use developers. By now there is support for various widely usédCR

is adaptive since a variable threshold value is used atrelifepoints 129S like SRIS12, Mifare, ICODE SLI, EM4200, Nedap, iClass,

in time. Furthermore, it is progressive since it scans tiggalisignal
for extremes and adjusts the thresholds according to theéxsnees.

dala, HID Prox. Using these open source examples it is rahsy to
add support for new RFID modulations and protocols.

The FPGA implementation averages the ADC output over #63.2 Eavesdropping modulation schemes simultaneously
periods of the carrier wave. When the difference between “Re Proxmark is capable of simultaneously eavesdroppindifi¢d

consecutive averages exceeds a threshold value it is cbastea

transition. After every evaluation, the threshold valuepdated to the

difference between the last two averages. This correctsratically
for atoo sensitive threshold value. On the other hand, atsenisitive
threshold value is prevented by automatically resettirg its initial
value after a period without transitions. Concretely, itngossible
to have more than one bit period (8 samples) without traowssti
according to the ISO/IEC 14443-A standard. In our FPGA code
take some additional margin into account and reset thettblesfter
16 identical samples. The following bit string is an exampievhat
is send from the FPGA to the microcontroller.
...000011110000 00001111 11110000 00001111 11110000 11111111 1100. ..
SOF 0 1 0 1

This bit string encodes the acknowledgemek€K ) of a Mifare Clas-
sic card to some reader command. It consists of 4 bits anesall
card frames enclosed by a SOF and an EOF.

EOF

4.1.6 Microcontroller

The microcontroller is responsible for the protocol pait.relceives
the digital signal from the FPGA and decodes it. The decodgthb

can just be copied to a buffer in the EEPROM memory. Additiigna
an answer to an incoming message can be programmed to bensenf.

mediately, communicating this to the FPGA which then mohsizhe
appropriate signal.

4.2 Extending protocol support
The Proxmark can operate in three different mores: eavppirg

mode; card emulation mode; and reader mode. It is possiblsdo

the Proxmark for very different modulation schemes andquals

Miller and Manchester modulated communication. As both nfed
tion techniques are part of one ISO/IEC 14443-A sessios, ppssi-
ble to get both reader and tag messages in one capture. Tzanal
unknown RFID protocols it is very convenient to get a fullceeof

the transaction. This feature was of great use in the attemboged

in [33,58] to retrieve the 64 bits keystream from one authentication
session to construct the optimized table attack exploiiimear com-

Yinations from the CRYPTO1 cipher.

4.3.3 Mifare Classic emulation

We have implemented the CRYPTOL1 cipher in the Proxmark. This
enables emulation of Mifare Classic from both tag and readts.
This feature is of great aid while assessing the securityitefgrated
systems like access control and public transport systetris. ebpe-
cially useful to assess the identity fraud detection meisimas of such
systems. We successfully attacked several systems usafg#ture
and pointed out the weak spots to the system integrators.

4.3.4 Timing information

Since the demodulation is done in real-time by the FPGA, ttox-P
mark provides accurate timing information. This is veryfukéor
he study of potential side channel attacks. Pseudo Randambisir
enerators (PRNG) often rely on timing. When an attackeraian
serve the related time in such a manner that the generatontasc
predictable, a security scheme can not rely anymore on thergs
tion of an unpredictable PRNG. This feature can help to discee-
lations between the timing information and the numbers gead by
the PRNG of a tag. This feature was used to recover the PRN@&gim
relation of a Mifare Classic tags ir88, 45]. This relation was also

as long as they are in the supported frequency range. Some \%ﬁ)loited later in 47].

known protocols and modulation schemes are already alailéie

the ISO/IEC 14443-A implementation that we discussed@arTihere
are some requirements to implement the mentioned differentes
for new protocols. First, an underlying physical layer ieded that
takes care of the Digital Signal Processing (DSP). This istmalone

V. LIBNFC

Near Field Communication (NFC) is an open platform techgplihat
provide wireless communication between devices that argetible

Shttp://www.proxmark.org/forum
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with the ISO/IEC 1809259] and ISO/IEC 2148140] standard. Itwas from different vendors. The source code from Libnfc is ploiato
proposed as a unifying successor for the available RFIDnolgies. different platforms. So far, it has been tested on Linux, NI X
The NFC standard wraps older RFID modulations like the 180/l and Windows. OpenPICG2shows that it is possible to compile Lib-
14443 [LO], ISO/IEC 15693 11] and JIS X 6319-412]. There are a nfc into an embedded firmware so that it can be used in a stamelal
number of devices compatible with NFC technology like GSMmés device.

and other peripheral computer equipniént The API of Libnfc consists of three sections. The first paxtece
the general functionality, like the connection and configion of an
NFC device. The second part focuses on the NFC device as d» RFI
The NFC Controllers used by major manufacturers (Nokia, NXfader (initiator in NFC terms). The automatic initialipat of vari-
Sony, etc.) are based on the NXP 80C51 microprocessor asti#c ous tags can be invoked by just one function call. The firmwéthe
in [61]. These chips are pre-configured with an embedded firmwayec Controller will handle the modulation, startup and stéte pro-
and distributed as controller IC’s PN531, PN532 and PN53&stM cess. However, this can also be done manua”y using the naanek
mobile phones, POS terminals and desktop NFC devices arg@ 8  transceiver functionality. It supplies the feature to sartgitrary parity
controller. They are cheap, reliable, support advancedifesiand are pits, optional CRC bytes and custom frame-lengths. Thissjitie de-
very easy to use. The chips can be interfaced through a UART, Sseloper great control over the frames transmitted by the N&@ce.
|QC and USB connection. The controller jUSt needs to be COBdeCThe last part focuses on tag (target in NFC terms) emu|a|m‘|p.
to the antenna and is ready to connect directly to a compusiegu ports comparable features with the Initiator part. Besidéspossible
the USB interface. In practice, manufactures often choogita IC tg |et the NFC controller emulate a tag automatically. THeséures
in between the controller and the computer that performsespro-  enables developers to prototype proposals from the litexd62, 63|
prietary functionality. The IC might run an embedded firmevand that rely on the NFC interface as communication channel.

run standalone. Since one chip is enough to support all NFG- co

munication, this brings the average price of an NFC devicendm 5.3 Capabilities

€30. Together with MicroBuilder SARY we designed and build anThe library contains different drivers for NFC devices #aialie from

open hardware board that is fully supported by Libnfc. THeestat- most major manufacturers. Developers using Libnfc miglstraiot
ics, components and hardware design is completely operedemed from which device or interface (USB, SERIALZC) to the NFC con-
under the Creative Commons Attribution-Share Alike 3.0 dhtgd  troller is being used. This makes the development vend@peddent
License. A picture of this reader is shown in Hig and thereby prevents vendor lock-ins. There are five exautjbiges

included in the Libnfc package. Every utility demonstraggsowerful

feature of Libnfc using only a few lines of code. These ué§tcan be
used as kick start for developing new software. In this sedtiere is
a brief description of each of them.

5.3.1 Anticol

Anti-collision demonstration tool for ISO/IEC 14443-A wgllows
sending custom of anti-collision frames. The first frame e a
short frame which is only 7 bits long. Commercial SDK'’s oftdon’t
support a feature to send frames that are not a multiple ofs3(bi
FIGURE 10 - OPEN DESIGNLIBNFC READER byte) long. The developer has to rely on closed proprietafgnsire
and should hope it does not contain vulnerabilities durimg anti-
collision phase. Performing the anti-collision using cnstframes
could protect against a malicious tag that, for examplelatés the
standard by sending frames with unsupported lengths.

5.1 Hardware

PNS32 Breakout Board

@©)

o

There are three different communication interfaces abkila
which can be configured with two jumpers. It supports thecb&re-
ripheral Interface (SPI) bus, Inter-Integrated CircutQ) and Uni-
versal Asynchronous Receiver/Transmitter (UART). The &Rl FC
are dedicated communication lines with their own transioisslock. 9-3-2 Emulate
Both require four wires and are often deployed in embeddette® Tag emulation is one of the main added features NFC. To a\mide
that use a master-slave controlling environment. The UAREr of existing systems, manufacturers of the NFC controlléerition-
face is slower, but it requires only two wires and is sinceades a ally did not support emulation of custom UID numbers. The emu
widely deployed communication channel. The UART interf@saeon- |ate tool demonstrates that this can still be done usingstnéssion of
venient for backwards compatibility with regular persooaimputers raw-frames. It is necessary to respond in time for the asitision
and older embedded devices. Because of the low producti&ts od protocol. The USB interface introduces response delaytsamem-
this Libnfc device, the connecting capabilities and theeezfconfig-  bedded microprocessor is fast enough to emulate a tag wjth)Hh

uring, it is eminently for quickly prototyping of new NFC dgss. This makes it a serious thread for security systems thatamlly on
52 Software the uniqueness of the UID.
5.3.3 List

There are various commercial SDKS® available for NFC. They are
hardware dependant and use proprietary software. Theyoanglat- The list utility attempts to select available tags in thedieThe NFC
form independent and give no transparency over their fanatity. controller is used to perform the selection procedure. TEhisfferent
Most NFC readers are using the PN53X chipset. These chipes hi@f €ach modulation type. It tries to find a ISO/IEC 14443 tipeéype
an extensive firmware which supports lots of features. TFestares B, Felica or Jewel Topaz tags. This tool demonstrates trapdssible
are invoked by a simple instruction set, the TAMA languageosM to setup a simple NFC system using less than 10 lines of code.
SDK developers allow TAMA instructions to bypass their owagdr 534 MFtool

and are sent directly to the NFC controller. Libnfc makes afsthis
property. Since the TAMA language is the same for all comimérc
NFC readers, itis possible to have a library that support€ Kfaders

The Mifare Classic tag is one of the most widely used RFID.tdge
firmware in the NFC controller supports authenticatingdieg@ and
writing to/from Mifare Classic tags. This tool demonstréte speed

Ohttp:/Avww.libnfc.org/hardware/compatibility
http:/Avww.microbuilder.eu/Projects/PN532
2http:/www.stolimann.de/en/stacks/nfc/
Bhttp:/Avww.acs.com.hk/acr122-sdk.php

of this library and its ease-of-use. It possible to read amitevthe
complete content of a Mifare Classic 4K tag within 1 second.

Yhttp://www.libnfc.org/hardware/devices/openpicc2
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5.3.5 Relay transponder plus, DST+. Product Specification, July 2084%as
The relay utility demonstrates a relay attack. For this guiges two In_struments Incorporated. ) "

NFC devices. One will emulate an ISO/IEC 14443 type A tag/evhilt8] PicoPass 2KS. Product Datasheet, Nov 2004. InsidedCtess.
the second device will act as a reader. The genuine tag caiabedp [19] 13.56 MHz contactless iClass card. Product FeaturdsSpeci-

on the 2nd reader and the tag emulator can be placed closedcigi fications, October 2008. HID Global.
nal reader. All communication is now relayed and shown irstireen [20] CryptoRF specification, AT88SCxxxxCRF. Product Datze,

on real-time. March 2009. Atmel Corporation.
[21] Transponder IC, Hitag2. Product Data Sheet, Nov 2018PN
VI. CONCLUSIONS Semiconductors.
. [22] Auguste Kerckhoffs. La cryptographie militairelournal des
We have presented three tools that should satisfy the ndetesi Sciences Militaires9(1):5-38, 1883.

RFID researchers. Those having an NFC reader can alreatigsta [23]

tinizing several RFID protocols using Libnfc. Those whodipeecise gorithm metrics. In20th National Information Systems Secu-
timing information or quick response times should get thainds on rity ConferenceNational Institute of Standards and Technology
a Proxmark Ill. This is by far the most powerful of the toolegented (NIST), 1997.

here, but its operation requires some training. Finallyoifi need an [24] Jovan Dj. Golié. Cryptanalysis of alleged A5 strearphar. In
inexpensive and portable standalone tag emulator and yiguneed

. X 16th International Conference on the Theory and Applicatio
merst computing power, you can bwlq a.Ghost. All thesestaod of Cryptographic Techniques, Advances in Cryptology (EURO
available under the GNU General Public License so feel foezoh-

. : CRYPT 1997)volume 1233 of_ecture Notes in Computer Sci-
tribute and expand the community. ence pages 239-255. Springer-Verlag, 1997.
[25] John Kelsey, Bruce Schneier, and David Wagner. Relkégd

Norman D. Jorstad and Landgrave T. Smith. Cryptograjahi
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