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1 Talk at 6th Bits&Chips Hardware Conference

In its everyday life an average person is surrounded by RFID devices. For example when using
the access control at your office building, when travelling with a public transport card, when
authenticating to a vehicle immobiliser that is embedded in your car key, when paying for
lunch with your mobile phone and when reading out your pacemaker at the doctor. We often
use such devices without giving its security much attention, let alone the actual strength of
the provided security. It just works great and often feels even a bit magical, opening a door
from a distance using (batteryless) wireless devices. This concept tends to give a false feeling
of confidence about its security. It looks very complicated, so it is probably pretty hard to
abuse.

The opposite seems to be true when we inspect the products around us. This talk shows
several examples where it went wrong and we, the general public, ended up with weak security
using easy to break ciphers and protocols [1-15] with off-the-shelf hardware. We end up with
such weak security when we let the industry sell us all kinds of incompetent products. It
is no wonder that people start to feel like “everything is hackable”. The problem is not the
availability of decent ciphers and protocols [16-21], but the choices we let the industry make
for us.

2 About the conference

Over the past five years the Bits&Chips Hardware Conference has grown into a high-quality,
mature and influential event. The Bits& Chips Hardware Conference traditionally attracts the
best and the brightest from the Benelux high-tech electronics sector. Since 2012 it has opened
up internationally, attracting many of the top developers, decision makers, professionals, tech-
nical managers and buyers in the high-end electronics, advanced systems and IC development
industry.

The Bits&Chips Hardware Conference gives visitors a comprehensive and multidisciplinary
view at the world of electronics. A focused industry trade fair programme and a high-quality
peer-reviewed lecture programme are integral to the Bits&Chips Hardware Conference. The
event is a must for every engineer or decision maker in the industry.

Bits&Chips Hardware Conference is an open invitation for suppliers to partner in the
high tech Benelux/International market. The Dutch market alone has a healthy growth and
is expected to double by 2020. There is business to be done at the Bits&Chips Hardware
Conferenceand expertise to be shared.
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