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Pyjamask

Pyjamask is a second-round candidate for the NIST lightweight
competition, by Goudarzi, Jean, Kolbl, Peyrin, Rivain, Sasaki, Sim

© Pyjamask-128-AEAD

@ based on Pyjamask-128
@ uses OCB as mode

@ Pyjamask-96-AEAD

@ based on Pyjamask-96
@ uses OCB as mode

Focus on the block cipher Pyjamask-96.

Key recovery attack on full-round Pyjamask-96

2/9



Round Function

Pyjamask-96 state:
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T38| T 30| T a0 [Tar [T az|Tas|Taa

64| To5|T 66| Tor[Les|Loo[Lro|Tra

© AddRoundKey: linear key schedule applied to key of 128 bits
@ SubBytes: [1,3,6,5,2,4,7,0] on columns (degree 2)

© MixRows: circulant binary matrix to rows

Pyjamask-96 consists of 14 rounds
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Higher order derivatives

Definition 1 (Derivative (Lai 1994))

Let F': Fy — F3 and a € Fy be given. Then the derivative of F to
ais AgF(z) = F(z+a)+ F(x)

Properties:

("] AakAak_l cee AalF(ﬁ) = Z'UEI[ at,eap | F(Q? + U)
o deg Ay F(z) <degF —dimV
o If dimV > deg F, then we have Ay F(z) =0
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The degrees of the n-round versions of Pyjamask-96 are upper
bounded by

4 5 6 7 8 9 10 11+
16 32 64 80 83 92 94 95

n (1 2
degree ‘ 2 4

3
8
Bounds by Boura, Canteaut, De Canniere [FSE2011]

Affine spaces V of dimension 94 give distinguisher
Z Pyjld(z +v) = C*
veV

Same for Pyj !l
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Meet-in-the-Middle

| 2.5 rounds 11.5 rounds |

. Ciphertext
Plaintext Solving equations Distinguisher P

© Smartly choosing affine ciphertext space gives 11 rounds
instead

@ Taking key-bits as variables gives system of equations

o Full codebook gives 448 equations

e Too many monomials
© Smart guesses to reduce number of monomials

o Guessing 100 bits reduces to 411 monomials

6/9



Solving the system of equations

Solving a system of polynomials equations is hard.
Solving a system of linear equations is easy.

— Linearization: Assign a new variable to every monomial of

degree > 1.

Example 2
ToT1 + 22 =1 yo+ax2 =1
o+ +22=0 o+ 21 +22=0
roxr1 +21 =0 - yo+x1 =0
x1x2 + 20 =1 y1+zo=1
zog+x1 =0 zog+x1 =0
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Complexities

Rounds Time Data
(in Pyjamask-96 calls) (in blocks)
14/14 2115 296
13/14 299 296
12/14 296 296
11/14 291 295
10/14 283 287
9/14 267 271
8/14 239 239

7/14 227 223
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Further Research

Q@ Attacking Pyjamask-96 with better complexities

@ Attacking Pyjamask-128
© Attacking Pyjamask-96-AEAD
o We got to 7 rounds with 236 time complexity, 24! data

@ Attacking Pyjamask-128-AEAD
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